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[0001] The present application claims the benefit of U.S. Provisional Patent Application 
having serial number 60/428,396, filed on November 25, 2002, the complete subject 
matter of which is hereby incorporated herein by reference in its entirety. 

[0002] The present application also incorporates herein by reference the complete subject 
matter of PCT application having pubUcation number WO/02/41147 Al, and having 
application number PCT/USO 1/44034, filed on November 19, 2001, in their respective 
entireties. 

[0003] The present application also incorporates herein by reference the complete subject 
matter of U.S. Provisional Apphcation 60/415,620, filed October 02, 2002, and U.S. 
Provisional Application having serial number 60/405,253, filed August 22, 2002, in their 
respective entireties. 

FEDERALLY SPONSORED RESEARCH OR DEVELOPMENT 

[0004] [Not Applicable] 

[MICROFICHE/COPYRIGHT REFERENCE] 

[0005] [Not Applicable] 

BACKGROUND OF THE INVENTION 

[0006] Electronic devices often contain firmware and application software that may be 
either provided by the manufacturers of the electronic devices, by telecommunication 
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carriers, or by third parties. These firmware and application software often contain 
software bugs. New versions of the firmware and software are periodically released to 
fix the bugs, to introduce new features, or both. 

[0007] The electronic devices may be constrained in terms of resources, such as available 
memory. Attempts to upgrade firmware or software by end-users often results in making 
the device, or some features of the device, inoperable. Changing firmware in electronic 
devices requires care, as unsuccessfiil attempts may result in making the device 
inoperable. 

[0008] Generating update packages that are helpfiil in changing firmware in electronic 
devices requires an appreciation of the problems of applying the generated update 
packages in electronic devices, as such attempts to upgrade firmware and/or software in 
constrained devices are often hampered by limited user interaction capabilities and slow 
communication speeds on these devices. 

[0009] Determination of the version of firmware and/or software currently being 
executed on an electronic devices is challenging, especially if such determination is made 
without requiring any (or minimal) end-user interaction. 

[0010] Further limitations and disadvantages of conventional and traditional approaches 
will become apparent to one of skill in the art, through comparison of such systems with 
some aspects of the present invention as set forth in the remainder of the present 
application with reference to the drawings appended hereto. 



2 



SUMMARY OF THE INVENTION 



[0011] Aspects of the present invention may be found in a system for generating 
difference information between a first binary image of an electronic device and a second 
binary image of the electronic device. The system may comprise a bank order 
determination unit adapted to selectively employ differential evolution techniques to 
determine a bank order. 

[0012] In an embodiment of the present invention, wherein the first binary image and the 
second binary image may comprise one of firmware and software present in memory 
banks of the electronic device. In addition, the bank order determination unit mat employ 
genomes to represent bank orders of memory banks of the electronic device. 

[0013] In an embodiment of the present invention, the bank order determination unit may 
employ genomes to represent other additional parameters. The system may also 
determine optimum values employing differential evolution techniques for the bank order 
and the additional parameters. 

[0014] In an embodiment of the present invention, the additional parameters for which 
optimum values may be determined are associated with at least one of RLE instructions, 
CPY instructions, DUP instructions, and other instructions. 

[0015] In an embodiment of the present invention, the system may comprise an evolve 
population module which may be employed to evolve a population of genomes by one 
generation. The evolve population module may evaluate the population and sort the 
population before evolving the population to a next generation. The evolve population 
module may also selectively create cross-over genomes in accordance with an evolution 
process and may store the cross over genomes for subsequent processing. 

[0016] Aspects of the present invention may be found in a method for generating an 
update package comprising difference information and being employable to update at 
least one of firmware and software in an electronic device. The method may comprise 
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determining a bank order for generation of the difference information and employing the 
bank order in generation of the update package and in updating at least one of firmware 
and software in the electronic device, wherein the bank order may be an optimal bank 
order and determining an optimal bank order may involves employing genetic 
computation techniques comprising at least one of creating a new population of genomes, 
evaluating the population of genomes, and evolving the population of genomes. 
Evaluating and evolving the population of genomes may be repeated until at least one of 
a threshold is reached, a user cancels a generation run, and a determination is made that 
no other results may be found. 

[0017] In an embodiment of the present invention, the method may also comprise 
creating a new population, wherein creating the new population comprises adding seeds 
to the population, and filling the population with random genomes, the seeds comprising 
at least one of a forward bank order seed and a backward bank order seed. 

[0018] In an embodiment of the present invention, creating a new population may at 
least comprise seeding the population of genomes by building a forward bank order for a 
required number of banks, selectively storing a CRC value for the bank order for 
subsequent access, placing the forward bank order into the genomes, building a reverse 
order of banks, storing the CRC value for the reverse bank order, and placing the reverse 
order into the genomes. 

[0019] In an embodiment of the present invention, evaluating the population may further 
comprises testing for a best desired outcome. 

[0020] In an embodiment of the present invention, evaluating the population may 
comprise one of determining weights for the genomes, determining some evaluation 
function, and employing the evaluation function to compare and selectively order the 
genomes in the population. 
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[0021] In an embodiment of the present invention, evolving the population may comprise 
mating parents to create one of crossover genomes and mutated genomes, and fiUing the 
population with new random genomes. 

[0022] In an embodiment of the present invention, during evolving the population of 
genomes, two elites may be employed as parents for a new genome and a crossover 
technique may be employed by the bank order determination unit, after ensuring that the 
two elites employed as parents are not identical. 

[0023] In an embodiment of the present invention the parent genomes may be mated by 
mixing parent genome bank order weights respectively. 

[0024] In an embodiment of the present invention, an elite genome and a non-elite 
genome may be employed as parents for a new genome. 

[0025] In an embodiment of the present invention, two genomes comprising one of elite 
and non-elite genomes may be randomly selected as parents to create a new genome. 

[0026] Aspects of the present invention may be found in a method for generating update 
packages for updating at least one of firmware and software in a mobile handset. The 
method may comprise determining a bank order, determining values for generation 
parameters, and generating the update package incorporating the bank order. 

[0027] In an embodiment of the present invention, the method may further comprise 
determining a bank order employing at least one genetic evolution technique, determining 
values for generation parameters employing the at least one genetic evolution technique, 
and generating the update package incorporating the bank order. 

[0028] In an embodiment of the present invention, generating update packages further 
comprises incorporating verification information in a generated update package 
facihtating integrity checking in a mobile handset receiving the update package. 
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[0029] In an embodiment of the present invention, generating update packages further 
comprises incorporating authentication information in a generated update package 
facilitating authentication of a source of the update package in a mobile handset receiving 
the update package. 

[0030] In an embodiment of the present invention, generating update packages further 
comprises incorporating information in a generated update package facilitating fault 
tolerant update in a mobile handset receiving the update package. 

[0031] These and various other advantages and features of novelty which may 
characterize the invention are pointed out with particularity in the claims annexed hereto 
and that form a part hereof However, for a better understanding of the invention, its 
advantages, and the objects obtained by its use, reference should be made to the drawings 
which form a further part hereof, and to accompanying descriptive matter, in which there 
are illustrated and described specific examples of an apparatus in accordance with the 
invention. 
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BRIEF DESCRIPTION OF THE DIAGRAMS 



[0032] Figure 1 is a block diagram illustrating an update package generator employing 
genetic evolution to determine a bank order according to an embodiment of the present 
invention; 

[0033] Figure 2 is a block diagram illustrating a bank order determination unit that may 
be employed by a generator to determine optimum bank orders of memory banks 
according to an embodiment of the present invention; and 

[0034] Figure 3 is a flow chart illustrating an exemplary process for generation of update 
packages by a generator comprising a bank order determination unit employing genomes 
and genetic techniques to generate an optimum bank order of memory banks according to 
an embodiment of the present invention. 
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DETAILED DESCRIPTION OF THE DIAGRAMS 



[0035] Figure 1 is a block diagram illustrating an update package generator employing 
genetic evolution to determine bank order according to an embodiment of the present 
invention. In Figure 1 an update package generator that may employ genetic evolution 
to determine bank order 105, that may be used to generate efficient and compact update 
packages. The generator may comprise a parser 107, a BubbleGen 109, a configuration 
manager 111, a bubble layout manager 121, a residue processing unit 117, a bank order 
determination module 125, an update package manager 123, and an update package 
output 119. 

[0036] The process of generating an update package employing the update package 
generator 105 for firmware/software that are embedded in electronic devices may involve 
processing two different versions of the images of the firmware/software, determining 
how the versions differ and generating the update package in the required format. To 
make the update package compact, as well as efficient, an optimum bank order may be 
determined employing at least one genetic evolution technique, which may also 
sometimes be referred to as differential evolution techniques. Other parameters 
employed in the generator may also be optimized using at least one genetic evolution 
technique. 

[0037] The parser 107 may be applied for parsing binary images, 'elf files, or executable 
images before processing, hi an embodiment of the present invention, the parser 107 
may be used to determine the location of symbols and the values of offsets for branch 
link instructions, load instructions, pointers, etc. The parser 107 may also be employed to 
generate distance files, i.e. files comprising 'distance values', one for the existing image 
of a software/firmware of an electronic device, and another for the new image of a 
software/firmware of the electronic device. 

[0038] hi an embodiment of the present invention, the parser 107 may be employed to 
pre-process ".map" files and ".sym" files to generate a ".dist" file. The ".disf ' files may 
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be generated for both the source (existing versions) and target (new or different versions) 
binary image files of software/firmware for an electronic device. 

[0039] The generator 123 may selectively employ the residue processing unit 117 to 
generate compact segments of SET instructions forming part of a generated update 
package for the software/firmware for the electronic device. The update package output 
119 may be employed to save the generated update package into a file, extemal device, 
an output stream, etc., selectively employing XML or some other formats, as appropriate. 

[0040] The generator 105 may employ the bank order determination module 125 to 
determine an optimum bank order of memory banks of the binary image of a 
firmware/software, such a bank order may subsequently be employed in the generation of 
an update package, wherein the size of the update package generated by the generator 
may be minimized. The bank order determination unit 125 may selectively employ 
genetic algorithms and/or differential evolution technique to determine an optimum bank 
order. 

[0041] In an embodiment of the present invention, the generator 105 may employ the 
bank order determination module 125 to optimize other generator parameters, for 
example, such as default lengths of run length encoding (RLE) instructions, default 
threshold values for copy segment sizes employed in CPY instructions, etc. 

[0042] Figure 2 is a block diagram illustrating a bank order determination unit that may 
be employed by a generator to determine optimum bank orders of memory banks 
according to an embodiment of the present invention. In Figure 2 optimum bank orders 
may subsequently be employed in the generation of small update packages by the 
generator. The bank order determination unit 205 may comprise an evolve population 
module 207, a CaclSET Amount module 209, an evaluate population module 221, a 
random genome generator module 215, a population initiahzation module 225, a 
configuration module 211, and an optional parameter initialization module 213. 
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[0043] The bank order determination unit 205 may selectively employ differential 
evolution techniques to determine the bank orders. In an embodiment of the present 
invention, the bank order determination unit 205 may employ genomes to represent bank 
orders of memory banks of an electronic device comprising firmware and/or software in 
the memory banks. Li an embodiment of the present invention, the bank order 
determination unit 205 may employ genomes to not only represent bank orders but also 
other parameters, for example, such as those associated with RLE instructions, CPY 
instructions, DUP instructions, etc. 

[0044] A new random genome may be selectively created employing the random genome 
generator module 215. The random genome generator module 215 is adapted to set 
random weights for each bank, given a memory bank order comprising a set number of 
banks. The random genome created may be subjected to "evolution" over several 
generations to determine a final bank order. 

[0045] A genome that is genetic offspring of specific genomes in the current population 
may be selectively created by the crossover genome module based upon one of a pluraHty 
of possible cross-over types, for example, two parent genomes may be employed for 
crossover. Selection of parent genomes from among a plurality of candidate genomes 
may follow a selection criteria, for example, such a selection criteria may be selectively 
specified by configuration module 211. For example, an exemplary selection criteria for 
choosing two elite (elites are considered to be outstanding based upon computed weights 
and/or some other distinguishing features) genomes as parents may be the selection of the 
two highest ordered genomes firom an ordered hst of candidate genomes. Other selection 
criteria for selecting parents are also contemplated. 

[0046] hi an embodiment of the present invention, two elites may be employed as parents 
for a new genome, and a crossover technique may be employed by the bank order 
determination module 205 for such creation, and upon ensuring that both parents are not 
the same, i.e., identical. The parent genomes may be mated by mixing their respective 
bank order weights. In an embodiment of the present invention, an eUte genome and a 
non-elite genome may be employed as parents for a new genome. In an embodiment of 
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the present invention, for example, two genomes, elite or non-elite, may be randomly 
selected as parents to create a new genome. 

[0047] The evolve population module 207 may be employed to evolve a population of 
genomes by at least one generation. The population may be evaluated and sorted before 
evolving the population to subsequent generations. The genomes in the current 
population may be sorted by bank before evolution is executed. Crossover genomes may 
be selectively created as part of the evolution process and such crossover genomes may 
be stored for subsequent processing. 

[0048] In an embodiment of the present invention, the evaluate population module 221 
may be selectively employed to determine the amount of VSET data (a virtual SET data) 
for each genome. The amount of VSET data may determine the weight of the genome. 
The evaluate population module may employ a CaclSETAmount module 209 to 
determine the VSET size created by a given bank order, for example, as specified by a 
genome. The evaluate population module 221 is adapted to compute the amount of 
VSET data in bytes of data that would be created if the associated bank order is employed 
for generating an update package. The CaclSETAmount module 209 may employ a bank 
order translation array for faster and efficient calculations. The CaclSETAmount module 
209 loops thorough a copy database and calculates left over data from the copies while 
also evaluating whether the copies are good or bad copies. The CaclSETAmount module 
209 also accrues the total amount of number of bytes associated with bad copies and 
processes them as candidates for a SET command. The accrued total amount may be 
reported as a VSET amount. 

[0049] In an embodiment of the present invention, the random genome generator 215 
may create a new genome instance and populate the bank order information with default 
values and the associated weights with a random number between 1 and 1000. 

[0050] In an embodiment of the present invention, the population initialization module 
225 may selectively seed a population of genomes employing some existing genomes and 
may selectively create the rest of the population with randomly created genomes 
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employing the random genome generator 215. Seeding the population of genomes may 
comprise building a forward order for the required number of banks, selectively storing a 
CRC value for the bank order for subsequent access, placing the forward order into the 
genomes, building a reverse order of banks, storing the CRC value for the reverse bank 
order, and placing the backward order into the genomes. 

[0051] In an embodiment of the present invention, the evolve population module 207 
sorts all genomes in the current population by bank order and begins the evolution of the 
genomes during which the evolve population module 207 may selectively retain some 
genomes from the current population for the next generation, selectively create crossover 
genomes employing existing genomes, and selectively create random genomes. 

[0052] In an embodiment of the present invention, the bank order determination module 
223 may generates new generations of genomes until a threshold for generation 
improvement is exceeded, or until the bank order determination module 223 determines 
that no other results are necessary to be generated. 

[0053] Generating optimum bank order may at least comprise: 

1 . Creating a new population: 

a. Adding Seeds to the population (forward, backward); and 

b. Filling the population with random genomes. 

2. Evaluating the population: 

a. Testing for best desired outcome (for example, smallest VSET). 

3. Evolving the population: 

a. Mate parents to create crossover/mutated genomes; and 

b. Fill with new random genomes. 

4. Repeat steps 2 thru 3 above until one of the following occurs: 

a. It is determined that there are no other results to be found; 

b. A threshold is reached; and 

c. A user has canceled this generation run. 

[0054] Figure 3 is a flow chart illustrating an exemplary process for generation of update 
packages by a generator comprising a bank order determination unit employing genomes 
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and genetic techniques to generate an optimum bank order of memory banks according to 
an embodiment of the present invention. In Figure 3, at block 307, processing starts and 
the configuration of the population may be determined and the binary images of the 
firmware/software may be processed to generate parsed data adapted for further analysis. 

[0055] At block 309, the population of genomes may be created and initialized. Creating 
a new population of genomes typically involves creating genomes by adding seed 
genomes to the population (forward, backward) and by filling the population with some 
random genomes. 

[0056] At block 311, some parameters that effect the generation of update packages by a 
generator may be initialized. For example, in an embodiment of the present invention, 
parameters such as run length encoding (RLE) threshold, copy instruction (CPY) default 
threshold, duplication instruction (DUP) threshold length, etc., may also be incorporated 
into the genetic techniques and optimum values and may also be selectively determined 
by the genetic techniques. The values for these parameters may be seeded in each 
genome and the evolution of the genomes may also effect the values of these parameters 
in the genomes. 

[0057] At block 313, evolution of the genomes may be initiated and the initialization of 
genomes completed. At block 315, evolution of the population of genomes may be 
executed. Evolution of the genome population may comprise mating target parents to 
create crossover/mutated genomes and creating new random genomes during each 
generation step. At block 317, the population of genomes may be evaluated. Evaluation 
may comprise determining the weights for the genomes and/or determining an evaluation 
function that may be employed to compare and selectively order the various genomes in 
the population. For example, in an embodiment of the present invention, evaluating the 
population may involve testing for the best desired outcome (for example, smallest 
VSET). 

[0058] At block 319, an attempt may be made to determine whether generation of 
additional generations of genomes may be terminated. If it is determined that the bank 
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order determination is not complete and additional generation of genomes need to be 
generated in the population, then control may be transferred back to block 315 for further 
evolution. If it is determined that additional generation of genomes will not produce 
further results, or if the bank order is determined to be optimum, then control may be 
transferred to block 321 and the generated bank order may be retrieved. Execution of 
blocks 315, 317 and 319 may be repeated until one of the following occurs; a 
determination is made that there are no other results to be found; a threshold is reached; 
or the user cancels the generation run. 

[0059] At block 323, an update package may be generated. The generated updated 

package and associated information, for example, such as bubble information, may be 
output and processing may be terminate at block 327. 

[0060] Although a system and method according to the present invention has been 
described in connection with the preferred embodiment, it is not intended to be limited to 
the specific form set forth herein, but on the contrary, it is intended to cover such 
alternatives, modifications, and equivalents, as can be reasonably included within the 
spirit and scope of the invention as defined by this disclosure and appended diagrams. It 
is intended that the scope of the invention be limited not with this detailed description but 
rather by the claims appended hereto. 
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